Objetivo

Instalar el sistema operativo Debian Lenny 5.0.2 para nuestra central con Asterisk 1.4 con
interfaz grafica de administracion freePBX 2.5

Instalacion de Hylafax para el envio y recepcion de faxes

Instalacion de Avantfax para la administracion GUI de Hylafax

Instalacion de A2Billing (sistema de facturacion de llamadas)

Instalacion de Asternic Call Center Stats, para el reporte de los agentes y las colas

Instalacion de OpenVPN para conexion remota segura y administrado via GUI con webmin

Empezamos la instalacion del sistema operativo

Previa descarga del CD-1 en http://www.debian.org/CD/

Seleccionamos Install y presionamos ENTER

Installer boot menu

Instalr
Graphical install

Advanced options >
Help

GhU / Linux

Press ENTER to boot or TAB to edit a menu entry



Seleccionamos el idioma de la instalacion (por default [Sgls][Sy)

Indicamos nuestra ubicacion, seleccionamos (e}l R o Ui s WY1 =l g [of= N> a1l




Ahora seleccionamos el idioma de nuestro teclado (lo ponemos en Spanish)

Ahora el proceso de instalacion asignara una direccion IP por DHCP, asi que oprimimos CANCEL para
agregarla manualmente




Empezamos a configurar manualmente la direccion IP

Agregamos la direccion IP, la mascara de red, la direccion del router 6 gateway, la direccion de dns,
el nombre del servidor (hostname), y finalmente el nombre de nuestro dominio (si es que tenemos,
sino lo dejamos en blanco).

Comenzamos con el particionamiento del disco




= Seleccionamos el disco que vamos a particionar en Select disk to partition
Seleccionamos Eue LR WIGENERWALl files in one partition (recommended

El sistema indica como guedara el particionado nuestro disco y finalizamos el proceso con
Finish partitioning and write changes to disk

= Indicamos para aceptar y grabar los cambios

Creacion del password de root

En este paso creamos el password del root y lo confirmamos (Re-enter password to verify)




El SO crea un usuario adicional al root, para esto escribimos el nombre completo del nuevo usuario, el
username del nuevo usuario y su password, luego comenzara la instalacion del sistema base.

Aqui nos preguntara si tenemos mas discos del sistema operativo, como solamente descargamos el disco
CD Binary-1 le indico que




Esta parte es importante ya que indicaremos un repositorio ftp externo de donde podremos descargar
todos los paquetes adicionales que necesitemos para la instalacion de asterisk

Seleccionamos

Seleccionamos Spain => ftp.rediris.es => HTTP Proxy informacién (sino usamos un Proxy
para salir a Internet, lo dejamos en blanco), y comienza el escaneo de la red.




Solicitud para que participes con la comunidad Debian indicando cuales son los paquetes que
comunmente usas, para hacer la distribucion de los paquetes de manera mas ordenada en los CD's de
instalacion

Por default

Seleccionamos el software a instalar, desmarcamos usando la barra espaciadora la opcion Desktop
environment, nos quedamos solo con Standard system y continuamos con la instalacion




Instalamos el boot loader

— [!] Install the GRUB boot loader on a hard disk f———

It seems that this new installation is the only operating system aon
this computer. If so, it should be safe to install the GRUB hoot
loader to the master boot record of your first hard drive.

Harning: If the installer failed to detect another operating system
that is present on your computer, modifying the master boot record
will make that operating system temporarily unbootable, though GRUEB
can be manually configured later to hoot it.

Install the GRUB hoot loader to the master boot record?

<Go Back: <NO>

El CD es expulsado indicando que se ha terminado con la instalacion del sistema operativo
| [11]1 Finish the installation |

Installation complete
Installation is complete, so it is time to boot into your new system.
Make sure to remowve the installation media (CD-ROM, floppies), so
that uou boot into the new sustem rather than restarting the
installation.

<Go Back: <Continues

Iniciando el sistema operativo

GNU GRUB wversion B.97 (638K lower ~ 1B46464R upper memory)

Debian GNUsLinux, kermel 2.6.26-2-686

Uze the Tt and 4 keys to select which entry is highlighted.
Press enter to boot the selected 03, ‘e’ to edit the
commands before booting, or "¢’ for a command-line.

The highlighted entry wWill be booted automatically in 4 seconds.




Ingresando al SO con el usuario root y ejecutamos los siguientes comandos:
asterisk:~# apt-get update (update del SO)
asterisk:~# apt-get upgrade (upgrade del SO)

asterisk:~# dpkg-reconfigure locales

| Configuring locales |
Locales are a framework to switch between multiple languages and allow
users to use their languadge, country, characters, collation order, etco.

Please choose which locales to generate. UTF-8 locales should be chosen
by default, particularly for new installations. Other character sSets may

be useful for backwards compatibility with older systews and software.

Locales to he generated:

m m m m m

<Cancel:>

| Configuring locales |
Many packages in Dehian use locales to display text in the correct
language for the user. ¥You canh choose a default locale for the system
from the generated locales.

Thiz will select the default language for the entire svystem. If this
system 13 a multi-user system where not all users are able to speak the
default language, they will experience difficulties.
Default locale for the SYSteln environment:

MNonhe

en 5. I30-8859-15

<ok <icancel>

asterisk:~# reboot (reinicia el SO)

Luego de haberse reiniciado el SO, insertamos nuevamente el CD1 de Debian e ingresamos con el
usuario root y ejecutamos el siguiente comando:

asterisk:~# apt-get install ssh

Do you want to continue [Y/n]? presionamos ENTER para continuar



Ahora podemos conectarnos via ssh, desde una PC con Windows con el cliente Putty
http://the.earth.li/~sgtatham/putty/latest/x86/putty.exe

Ejecutamos:

asterisk:~# apt-get install vim
Do you want to continue [Y/n]? presionamos ENTER para continuar
Editamos el archivo vimrc con el siguiente comando:

asterisk:~# vi /etc/vim/vimrc

syntax on (quitamos las comillas iniciales “)
set noai (agregamos)
set background=dark (quitamos la comillas iniciales “)

runt ime ! debian.wvim

= should be :

ax highlighting. Uncomoenhting the next

= highlighting

ollowing to have Vi Jjump to the last position when

]

# oif line (™' "™ > 0 £& line (™MW o= line ("§7)

ml! gy | endif

"endif

*Para borrar usamos Supr

*Para insertar presionamos |

*Para salir grabando los cambios presionamos Esc y :x
*Para salir sin grabar los cambios presionamos Esc y :q!



Instalamos dependencias para la instalacion de asterisk
Ahora instalamos las siguientes dependencias para poder instalar Asterisk (esto toma su tiempo
dependiendo de la velocidad de conexion de 30 ~ 35min)

asterisk:~# apt-get install linux-headers-"uname -r* build-essential cvs libnewt-dev
libusb-dev libssl-dev libssl0.9.8 modconf php5 php5-mysql php5-gd php5-cgi mime-
construct libxml2 libxml2-dev libtiff4 libtiff4-dev apache2 mysql-server mysqgl-client
libmysglclientl5-dev php-pear openssl expat perl flex bison libaudiofile-dev libncurses5-
dev curl sox mpg123 speex libspeex-dev libiksemel-dev hdparm

Do you want to continue [Y/n]? presionamos ENTER para continuar

En una parte de lainstalacion nos solicita ingresar la contrasefia de

4 Se recomienda gque configure una contraselits para el usuario Lerootis
[administrador) de My230L, aungue no ez ohligatorio.

o =e mudificarii la contraseltas =i deja el espacio en blanco.

&
a
a
a
a
& Nuewva contraselits para el usuario Asrootl: de My3QL:
a
a
a
a
a

a8 aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaqaaqaaaqaasas

Instalamos los paquetes necesarios para PERL
asterisk:~# perl -MCPAN -e ‘install +YAML'

Continuamos con la instalacion:

asterisk:~# perl -MCPAN -e "install Net:: Telnet"
asterisk:~# perl -MCPAN -e "install IPC::Signal"
asterisk:~# perl -MCPAN -e "install Proc::WaitStat"

Instalamos la aplicacion TFTP
asterisk:~# apt-get install atftpd
asterisk:~# vi /etc/inetd.conf




Aqui modificamos la linea /var/lib/tftpboot y la dejamos solo como /tftpboot

Tt ime SLrean Ch C . internal

me Stream
1 STANDARD: These are standard Sservices.
b Shell, login, exec and talk are B3D prot
H:iMALIL: Mail, news and uucp Services.
H:INFO: Info services

OOT: TFTP

run th

o ——r v—-t1

ttl 1 ——rrua:-:::.hreaci 00 —--
i :REPC: RPC based services
H:HLM-RADIO: amateur-radio services
[ OTHER: Other serwvice:

Final

asterisk:~# mkdir /tftpboot

asterisk:~# mkdir /usr/src/linux-2.6

asterisk:~# mkdir /usr/src/linux

asterisk:~# In -s /usr/src/linux-headers-2.6.26-2-686 /usr/src/linux-2.6
asterisk:~# In -s /usr/src/linux-headers-2.6.26-2-686 /usr/src/linux

Ahora copiamos todos los archivos necesarios (previamente descargados de la pagina
www.asterisk.org) para la instalacion de nuestra central asterisk al directorio: /usr/src haciendo
uso de Filezilla FTP Client

http://ffilezilla-project.org/download.php?type=client

Instalacidn de lame (http://lame.sourceforge.net/)

asterisk: /usr/src# tar xzvf lame-3.98-2.tar.gz

asterisk: /usr/src# cd lame-3.98-2

asterisk: /usr/src/lame-3.98-2# ./configure --prefix=/usr --sysconfdir=/etc
asterisk: /usr/src/lame-3.98-2# make

asterisk: /usr/src/lame-3.98-2# make install

Instalacidn de asterisk-perl (http://asterisk.gnuinter.net/)
asterisk: /usr/src # tar xzvf asterisk-perl-1.01.tar.tar
asterisk: /usr/src# cd asterisk-perl-1.01

asterisk: /usr/src/asterisk-perl-1.01# perl Makefile.PL
asterisk: /usr/src/asterisk-perl-1.01# make all
asterisk: /usr/src/asterisk-perl-1.01# make install




Creacion de los usuarios de la Base de Datos (BD)

asterisk: /usr/src # mysql —u root —p (el password de la BD la colocamos al comienzo
de la instalacion)

mysql > show databases;

mysql > use mysql;

mysql > grant all privileges on *.* to asterisk@localhost identified by "asteriskperu28";
mysql > flush privileges;

mysqgl > exit

Nos validamos con el usuario asterisk creado

asterisk: /usr/src # mysql —u asterisk —p (el password del usuario asterisk es
asteriskperu28)

mysql > create database asteriskcdrdb;

mysql > create database asterisk;

mysql > create database avantfax; (para el Avantfax)

mysql > create database myaZ2billing; (para el A2Billing)

mysql > create database gstat; (para el Asternic Call Center Stats)

mysql > exit

Pasamos el esquema vy la informacion de los scripts a la Base de Datos de FreePBX
asterisk: /usr/src # tar xzvf freepbx-2.5.1.tar.gz

asterisk: /usr/src# cd freepbx-2.5.1

asterisk: /usr/src/freepbx-2.5.1# mysql -u asterisk -p asterisk < /usr/src/freepbx-
2.5.1/SQL/newinstall.sql

Enter password: asteriskperu28

asterisk: /usr/src/freepbx-2.5.1# mysql -u asterisk -p asteriskcdrdb < /usr/src/freepbx-
2.5.1/SQL/cdr_mysql_table.sql
Enter password: asteriskperu28

Creamos el usuario y grupo que manejara los procesos de asterisk y creamos el directorio asterisk

asterisk: /usr/src # groupadd asterisk

asterisk: /usr/src # useradd -c "PBX asterisk" -d /var/lib/asterisk -g asterisk asterisk
asterisk: /usr/src # mkdir /var/run/asterisk

asterisk: /usr/src # chown asterisk:asterisk /var/run/asterisk



Cambiamos el usuario propietario de Apache

asterisk: /usr/src # vi /etc/group
www-data:x:33:asterisk

‘0 emanzur

EINanZur

AR —-

Cambiar el usuario y grupo de $(APACHE_RUN_USER) a asterisk

asterisk: /usr/src # vi letc/apache2/apache2.conf
User ${APACHE_RUN_USER} cambiar a
Group ${APACHE_RUN_USER} cambiar a

Edicidn de php.ini para aumentar el tamafio de archivos que se suben al servidor web, para esto
modificamos los siguientes valores

asterisk: /usr/src # vi letc/php5/apache2/php.ini
upload_max_filesize = 40M
max_execution_time = 120

max_input_time = 120



Sigamos, tendremos que decirle al php.ini del paquete php5-cgi que utilice la extension mysql.so
(con esto le permitimos a este paquete realizar consultas contra el motor de bases de datos mySQL

asterisk: /usr/src # vi /etc/php5/cgi/php.ini
extension=mysqgl.so

wizh to = d automwatically, use the following

¥tension=modulenstne . Xt

nple, on Windows:




Obijetivo
Instalar Asterisk 1.4.26.1 con GUI de administracion FreePBX 2.5.1 sobre el SO Debian Lenny 5.2.0

Instalacion de dahdi-linux

asterisk: /usr/src # tar xzvf dahdi-linux-2.2.0.2.tar.gz
asterisk: /usr/src# cd dahdi-linux-2.2.0.2

asterisk: /usr/src/dahdi-linux-2.2.0.2 # make
asterisk: /usr/src/dahdi-linux-2.2.0.2# make install

Instalacion de dahdi-tools

asterisk: /usr/src # tar xzvf dahdi-tools-2.2.0.tar.gz
asterisk: /usr/src# cd dahdi-tools-2.2.0

asterisk: /usr/src/ dahdi-tools-2.2.0 # ./configure
asterisk: /usr/src/ dahdi-tools-2.2.0# make menuselect

Ingresamos a Utilities y marcamos dahdi_diag con ENTER

[*] fxotune
[ ] fx=test
[*] =ethdlc
[*] dahdi efg

dahdi diag
[*] dahdi monitor
[*] dahdi scan

Depends on: NS4
Can use: N/L
Conflicts with: NSL

L | v | Y || R 1E | R | E VI | R 1

asterisk: /usr/src/ dahdi-tools-2.2.0# make
asterisk: /usr/src/ dahdi-tools-2.2.0# make install
asterisk: /usr/src/ dahdi-tools-2.2.0# make config

Instalacidn de libpri (para tarjetas T1/E1)
asterisk: /usr/src # tar xzvf libpri-1.4.10.1.tar.gz
asterisk: /usr/src# cd libpri-1.4.10.1

asterisk: /usr/src/ libpri-1.4.10.1 # make
asterisk: /usr/src/ libpri-1.4.10.1# make install

Saqqaqqagafaaaagaaaaaaiaaaaagfaaaaaafaaaaaaaaaaaaaaaaaaaaaaaiaaaaaaaaaaaaaaaaaaaan



Instalacién de asterisk

asterisk: /usr/src # tar xzvf asterisk-1.4.26.1.tar.gz

asterisk: /usr/src# cd asterisk-1.4.26.1#

asterisk: /usr/src/ asterisk-1.4.26.1# ./configure

asterisk: /usr/src/ asterisk-1.4.26.1# make menuselect (para ver las opciones)
asterisk: /usr/src/ asterisk-1.4.26.1# make

asterisk: /usr/src/ asterisk-1.4.26.1# make install

asterisk: /usr/src/ asterisk-1.4.26.1# make samples

Instalacidn de asterisk-addons

asterisk: /usr/src # tar xzvf asterisk-addons-1.4.9.tar.gz

asterisk: /usr/src# cd asterisk-addons-1.4.9

asterisk: /usr/src/asterisk-addons-1.4.9# ./configure

asterisk: /usr/src/asterisk-addons-1.4.9# make menuselect (para ver las opciones)
asterisk: /usr/src/asterisk-addons-1.4.9# make

asterisk: /usr/src/asterisk-addons-1.4.9# make install

asterisk: /usr/src/asterisk-addons-1.4.9# make samples

Modificamos y reiniciamos el servidor web apache

asterisk: /usr/src # vi letc/apache?2/sites-available/default
agregar en:

DocumentRoot /var/www/asterisk

WirtuslHost

min wehtasterl localhost

IDu umentRo fwarf uww/asterisk

«Dhirect

asterisk: /usr/src # /etc/init.d/apache?2 restart

Editamos el archivo de configuracion de asterisk
asterisk: /usr/src # vi /etc/asterisk/asterisk.conf
agregar en:

astrundir=/var/run/asterisk

Asignamos los permisos
asterisk: /usr/src # chown -R asterisk:asterisk /var/run/asterisk



Modificar en:
asterisk: /usr/src # vi lusr/src/freepbx-
2.5.1/amp_conf/bin/retrieve_op_conf_from_mysql.pl

reemplazar;
zapata.conf por chan_dahdi.conf
zapata-auto.conf por dahdi-channels.conf

d=s are not included in the outpur file

IWYIeIRaV-X\\NIISIS| actualizas el freePBX estos cambios se borraran y tendrés que
hacerlo nuevamente, esta vez en el archivo :

#vi Ivar/lib/asterisk/bin/retrieve_op_conf_from_mysql.pl

Iniciar Asterisk para poder hacer la instalacion de freePBX
asterisk: /usr/src # asterisk start

Continuamos con la instalacion de freePBX
asterisk: /usr/src/ # cd /usr/src/freepbx-2.5.1

Instalamos los paquetes para gestion de bases de datos en PHP
asterisk: /usr/src/freepbx-2.5.1 # pear install db

asterisk: /usr/src/freepbx-2.5.1 # mkdir /var/www/asterisk/
asterisk: /usr/src/freepbx-2.5.1 # chown asterisk:asterisk /var/www/asterisk
asterisk: /usr/src/freepbx-2.5.1 #./install_amp



Después de ejecutar ./install_amp pedira los valores para crear el archivo de configuracion

En primer lugar introducir el usuario de la base de datos que se creo previamente
[asteriskuser] asterisk

Introducir el password de usuario de la base de datos creada para asterisk
[ampl09] asteriskperu28

Introducir el nombre del servidor de la base de datos, si esta de forma local, intoducir localhost (igual
que este caso), de lo contrario introducir la direccién IP o nombre de dominio del servidor de base de
datos

[localhost] ENTER

Introducir el nombre de usuario del administrador que se usara como admin del AMI de asterisk
[admin] asterisk

Password del usuario admin de AMI, importante para conectar aplicaciones terceras a Asterisk
[ampll1l1] ENTER

Ruta de instalacion del servidor de asterisk
[/varlwww/html] /var/www/asterisk

Direccion IP del servidor asterisk
[Xx.xx.xx.xx] 192.168.1.201 (para este caso: es la direccion IP de mi servidor asterisk)

Password para poder operar FOP
[passwOrd] ENTER

Use simple Extensions extensions admin or separate Devices and Users deviceanduser?
[extensions] ENTER

Enter directory in which to store AMP executable scripts:
[fvar/lib/asterisk/bin] ENTER

Enter directory in which to store super-user scripts:
[fusr/local/sbin] ENTER
Configuramos los permisos para el directorio de asterisk

asterisk: /usr/src/ # chown -R asterisk:asterisk /var/lib/asterisk/

Paramos previamente la ejecucion de asterisk
asterisk: /usr/src/ # ps aux | grep asterisk

o.1 4.4 5 8 D 17:04 0:01 asterisk start
o.0 0.3 ] 3 17:21 0:00 grep asterisk

asterisk: /usr/src/ # kill -s 9 9248 (el valor de 9248 es solo para este caso)



Creamos el siguiente archivo y lo editamos:
asterisk: /usr/src/ # vi letc/default/asterisk
RUNASTERISK=yes

asterisk: /usr/src/ # vi lvar/lwww/asterisk/admin/views/panel.php
debe quedar:
src="_/panel/index_amp.php?context=".$deptname."">'

asterisk: /usr/src/ # vi lvarlwww/asterisk/index.html

<a href="index.php"><img src="admin/images/freepbx.png"/></a>

debe quedar:

<a href=" /index.php"><img src="admin/images/freepbx.png"/></a>

tent-Type™ content

" rel="stylezsheet™ type="tex

moy sro="admin/ images,/ freepbx. png™,

asterisk: /usr/src/ # amportal start

http://192.168.1.201

Ingresamos a freePBX Administration => Administrators => admin.



Cerramos la ventana de explorador del freePBX y editamos el siguiente archivo:

asterisk: /usr/src/ # vi letc/amportal.conf
AUTHTYPE=database

for webh admin
the primary AMP adwmin credentials will be the LAMPDE

Para usar DAHDI en el freePBX
ZAP2DAHDICOMPAT=true

will check if you hawve chan dadhi installed. If so,

configuration ttings |
3, to DALHDTI so no chan

= ZAP but it will use the proper DAHDI ch

Ahora al volver a conectarnos al servidor asterisk via web, nos pedira el usuario
y password

Para iniciar asterisk y freePBX al arrancar el servidor, editamos el siguiente archivo:

asterisk: /usr/src/ # vi /etc/rc.local
/usr/local/sbin/famportal start
exit 0

ralue on error.

t In order to enakle or disable this script just change the execution

cript does nothing.
portal start

Para modificar las vistas en el FOP para que soporte 100 extensiones, ingresar a
la siguiente direccion: http://lwww.asterisk-peru.com/node/1405




Obijetivo
Evitar problemas cuando se envian los voicemail a las cuentas de correos y estos no llegan
asterisk: /usr/src/ # dpkg-reconfigure exim4-config

Seleccionar mail sent by smarthost; received via SMTP or fetchmail

| Mail Serwver configuration |
General type of wail configuration:

internet site; mail is sent and received directly using SMTP
tnall sent by swarthost: received wis SHTP or fetchmail
mail fent by swarthost; no local mail

local delivery only; not on & network

no configuration at this time

<0k <Cancel>

Indicar el nombre del servidor de correo

| M=ail Serwver configuration |
The 'mail namwe' iz the domain name used Lo 'gqualify' mail addresses
without a domain naume.

This name will also be used by other prograwms. It should bhe the single,
fully qualified dowain namwe [(FODH) .

Thus, if a wail address on the local host is foollexample.org, the
correct wvaluse for this option would he example.ord.

This name won't appear on From: lines of outgoing messages 1if rewriting
iz enabled.

Svstem wail name:

mail.asteriskperu. com

<Cancel:>

IP-adresses to listen on for incoming SMTP connections: 127.0.0.1

I Mail Server configuration I

IF-addres=ses to listen on for incoming 3MTP conhections:

£7.0.0.1

<Cancel>




Other destinations for which mail is accepted: [B]=RJARR/A (0]

| Mail Serwver configuration |
Please enter a semicolon-separated list of recipient domains for which
this machine should consider itself the final destination. These domains
are commonly called !'local domains'. The loeal hostname [(asterisk)] and
'localhost' are always added to the list given here.

By default all local domains will be treated identically. If hoth
a.example and b.example are local domains, accfa.example and
acclb.example will he delivered to the same final destination. If
different domain names should he treated differently, it is necessary to
edit the config files afterwards.

Other destinations for which mail is accepted:

<Cance l>

Machines to relay mail for: [BJSRAZRY/Xe[6)

{ M=ail Zerwver configuration I
Please enter a semicolon-separated list of IP address ranges for which
this system will unconditionally relay wail, functioning as a swarthost.

Tou should use the standard address/prefix format (e.g. 194.222.242.0/24
or Sf03:1200:836f::/48) .

If this system should not he a smarthost for any other host, leawve this
list blank.

Machines to relay wail for:

<Cancel:>




IP address or host name of the outgoing smarthost :

Hide local mail name in outgoing mail?

Keep number of DNS-queries minimal (Dial-on-Demand) ?




Split configuration into small files?

Ahora editamos el archivo:

asterisk: /usr/src/ # vi letc/exim4/passwd.client

mail.asteriskperu.com:nombre_de_usuario:clave_de_usuario

Protegemos nuestros datos
asterisk: /usr/src/ # chown root:Debian-exim /etc/exim4/passwd.client

asterisk: /usr/src/ # echo "root@localHost: nombre_de_usuario@mi_dominio.com"
>> [etc/exim4/email-addresses

asterisk: /usr/src/ # update-exim4.conf



Editamos el archivo voicemail.conf

asterisk: /usr/src/ # vi letc/asterisk/voicemail.conf
mailcmd=/usr/sbin/exim -t

Walid arcumwents can be found on the

Tou can owerride the default program to send e-mwail if you wish, too

v he 1 d in different ti =, 0Or may

announce : for their intr ry mess

asterisk: /usr/src/ # echo “Cuerpo de email” |mail -s “Encabezado Prueba de
email” manzurek@asteriskperu.com

IWIeIRIVN\\RISYF| administrador del servidor de correo debe hacer un relay de la
direccion IP del servidor Asterisk, permitiendo de esta manera que el servidor de
correo reciba los voicemail enviados por Asterisk.




Objetivo
Usar Hylafax para enviar y recibir faxes

asterisk: /usr/src/ # apt-get install iaxmodem hylafax-server
asterisk: /usr/src/ # faxsetup

Aceptamos todas las configuraciones por defecto y en la parte donde nos solicita configurar un modem le
indicamos que

HylaFia onfiguration sararteters :

[1] Init cipt

en completed,.

running.




This device uses iax2 technology.

secret hilafax2008
notransfer ves

context fram-internal
hiost chynamic

type friend

port 4RE4

qualify ves

disallow all

allow Ul

dial lA2/1318
accountcode

mailbox 1318@device
deny 0.0.0.0/0.0.0.0
permit 0.0.0.0/00.0.0
Record Incoming Mewer v
Record Outgoing Mewar v

asterisk: /usr/src/ # vi letc/iaxmodem/iaxmodem-cfg.tty|AX1




Ejecutamos el siguiente comando para verificar el funcionamiento del modem:

asterisk: /usr/src/ # /usr/bin/iaxmodem iaxmodem-cfg.ttylAX1

wrnocem#

Moder
tting
tting
tting
tting

tting

tting :
tting
tting :
tting
tting
tting

i

Editamos el inittab
asterisk: /usr/src/ # vi letc/inittab
agregamos al final:

fx1:2345:respawn:/usr/sbin/faxgetty ttylAX1

if wyou want to add more

LT I T A

X Windou
tty? 1f vou run .

[for a terminal)

7o,0-1 Final



config.ttylAX1

asterisk: /usr/src/ # vi Ivar/spool/hylafax/etc/config.ttylAX1

m

[




1d reflect
b ling

use this to supply a hint

ion, and then

: DID) ensbled.

CallIDd dizsplay

LD ID="r
if wyou really want them, but you pro v don't.
"DATE="
"TIME="

asterisk: /usr/src/ # vi Ivar/spool/hylafax/etc/FaxDispatch

izk-peru.com;

manzurekfihotmail . com; ;




asterisk: /usr/src/ # vi lvar/spool/hylafax/etc/hosts.hfaxd

localhost:21::

127.0.0.1

192.168.1.201 # IP del servidor asterisk

192.168.1.3 # IP de una maquina que se utilizara para enviar faxes (puede ser usando

winprinthylafax)

Contains perm ons and p sord for every user in

. mAan page

Reiniciamos el servidor y ya tendremos el modem ttylAX1 funcionando, desde otro anexo podremos
comprobar marcando al anexo que creamos (1318) y nos daréa tono de fax.



Obijetivo

Instalar Avantfax 3.1.6 para la administracion de Hylafax

Necesitamos instalar las siguientes dependencias:

asterisk: # apt-get install apache2-mpm-prefork apache2-utils apache2.2-common
libapache2-mod-php5 libaprl libaprutill libsqlite3-0  php5-cli  php5-common
imagemagick ghostscript netpbm libnetpbm10-dev libungif-bin libungif4-dev sudo cups
php-mail php-mail-mime php-file php-db psutils wdiff expect libmagic-dev rsync

Durante la instalacion nos pedira ingresar el dominio de nuestra red:

| Semba Server |
Pleaszse specify the workgroup wyvou want this server to appear to be in
when dqueried by clients. MNote that this parassneter also controls the
domain name used with the security=domalin setting.

Workgroup/Domain Name :

LSZTERISKFERD

| Samba Server |

If your cowmputer gets IP address information from a DHCP serswer on the
network, the DHCP serwver may also prowvide information about WINS servers
[("NetBIOS name Servers™) present on the network. This requires a change
to yvour smbh.conf file so that DHCP-prowvided WINS settings will
automatically be read from /fetc/samba/dhcp.cont.

The dhop3i-client package mwust be installed to take adwantage of this
feature.

Modify swh.conf to use WINS settings from DHCP?

<Tes>

asterisk:~# pear channel-update pear.php.net
asterisk:~# pear upgrade-all
asterisk:~# pear install Mail Net_ SMTP Mail_mime MDB2_driver_mysq|



Instalacion de Avantfax

asterisk: /usr/src # tar xzvf avantfax-3.1.6.tgz

asterisk: /usr/src # cd avantfax-3.1.6
asterisk:/usr/src/avantfax-3.1.6# cp -r avantfax/ /var/www/asterisk/

asterisk:/usr/src/avantfax-3.1.6# chown asterisk:asterisk -R
Ivar/www/asterisk/avantfax/

asterisk:/usr/src/avantfax-3.1.6# chmod -R 777 /var/www/asterisk/avantfax/tmp
Ivar/www/asterisk/avantfax/faxes

asterisk:/usr/src/avantfax-3.1.6# In -s
Ivarlwww/asterisk/avantfax/includes/faxrcvd.php /var/spool/hylafax/bin/faxrcvd.php
asterisk:/usr/src/avantfax-3.1.6# In -s
Ivar/www/asterisk/avantfax/includes/dynconf.php /var/spool/hylafax/bin/dynconf.php
asterisk:/usr/src/avantfax-3.1.6# In -s /var/www/asterisk/avantfax/includes/notify.php
Ivar/spool/hylafax/bin/notify.php

Ahora editamos los siguientes archivos:
asterisk:/usr/src/avantfax-3.1.6# vi /var/spool/hylafax/etc/config.ttylAX1

"HMER="
"HAME="
MANID="
"D ID="
vou really want them, but vou probably don't.
rr ]::I ‘ﬁ‘TE =TI
"TIME="

f LvantFAX configuration
ml: hin/

onfig: bin/dy
true

X configuration

ot ifyCrod: bin/notify.php




Cambiamos el siguiente archivo:
asterisk:/usr/src/avantfax-3.1.6# mv /usr/bin/faxcover /usr/bin/faxcover.old

asterisk:/usr/src/avantfax-3.1.6# In -s
Ivarlwww/asterisk/avantfax/includes/faxcover.php /usr/bin/faxcover

Creamos las tablas en la base de datos de avantfax
asterisk:/usr/src/avantfax-3.1.6# mysql -u asterisk -p avantfax < /usr/src/avantfax-

3.1.6/create_tables.sql
Enter password: asteriskperu28

asterisk:/usr/src/avantfax-3.1.6# faxadduser -a asterisk

donde es mi contrasenfa, y verificamos que se ha creado el usuario:

asterisk:/usr/src/avantfax-3.1.6# vi /etc/hylafax/hosts.hfaxd

contains permissions and pa rord for ewvery user in

I.'[l m

=

2 man page

contains permissions and pa ord for ewvery user in

. mAan page




asterisk:/usr/src/avantfax-3.1.6# /etc/init.d/hylafax restart

asterisk:/usr/src/avantfax-3.1.6# cd /var/www/asterisk/avantfax/includes/
asterisk:/var/www/asterisk/avantfax/includes# cp local_config-example.php
local_config.php

asterisk:/var/www/asterisk/avantfax/includes# vi local_config.php
define('AFDB_USER', ‘asterisk'); //username
define(AFDB_PASS', 'asteriskperu28); /l password

e hefore you continue [my

/' username

define
define |

define

ache or
run this:
IT) You mus
AMNT) Then you

ner

eriskperuz005T;




$SWWWUSER = 'asterisk’;

che user

" When resubmitting a fax job
ned by r runnin

! must be the ns

define(ADMIN_EMAIL', 'manzurek@asteriskperu.com’); // system return email address

: email addre
/ LBt Feturt

email =

Ahora:

asterisk:/var/www/asterisk/avantfax/includes# vi /etc/cron.d/avantfax
#runs once an hour to update the phone book

0 * * * * Jvar/www/avantfax/includes/phb.php

#runs once a day to remove old files

0 0 * * * /var/www/avantfax/includes/avantfaxcron.php -t 2

i runs once

axcron.php -t 2

asterisk:/var/www/asterisk/avantfax/includes# visudo
#Defaults requiretty

apache ALL = NOPASSWD: /sbin/reboot, /sbin/halt, /usr/sbin/faxdeluser,
/usr/shin/faxadduser -u * -p * *

v fshin/reboot, /shindhalc, /v

H Read File
Mhere Is

*Para salir grabando los cambios presionamos Ctrl x



Abrir en el navegador Firefox la direccion:

http://192.168.1.201/avantfax

username: admin
password: password

it AvantFAX LOGIN ::

AVANT[ZSY

3.1.6

Enter your username and username

password to access the fax

interface. |admin

Lost your Password? password
|-||||||||

Inmediatamente nos solicita cambiar el password por defecto por una contrasefia
de 8 caracteres como minimo

=

AvANTSE @ ~ @ » @ s

Inbox Send Fax Archive Outbox Contacts

0 faxes

syantFax® 31 6



En la opcion de Menu => Fax Categories

AVANT[SE [Venu-

avantfax

lquitas

Menu => Modems

Fax Categories

Category name®: |Cal|aru|

AVANT[EST [-ten-

avantfax

Modems

Device*:

A2

Allas*. | manzurek

Contact: |Erick Manzur

Printer: |

Category.

Ahora yatenemos un MODEM creado con Avantfax

AVANT[ESTE [-ten- v

avantfax

tty A2 - manzurek




Descargamos el paquete A2Billing de:
http://www.asterisk2billing.org/downloads/A2Billing 1.4.1.tar.gz

Creamos una carpeta con el nombre A2Billing dentro del directorio /usr/src/

asterisk: /usr/src # mkdir A2Billing
Guardar en la carpeta A2Billing el archivo A2Billing_1.4.1.tar.gz

asterisk: /usr/src # cd A2Billing

asterisk: /usr/src/A2Billing # tar xzvf A2Billing_1.4.1.tar.gz
asterisk: /usr/src/A2Billing # mysql -u asterisk -p myaz2billing <
lusr/src/A2Billing/DataBase/mysql-5.x/a2billing-schema-v1.4.0.sql
Enter password: asteriskperu28

Ahora copiamos el archivo a2billing.conf al directorio /etc/
asterisk: /usr/src/A2Billing # cp /usr/src/A2Billing/a2billing.conf /etc/

Editamos el archivo a2billing.conf
asterisk: /usr/src/A2Billing # vi /etc/a2billing.conf

[database]

hostname = localhost

port = 3306

user = asterisk

password = asteriskperu28
dbname = mya2billing
dbtype = mysq|l

redquir



Asignamos permisos y creamos los archivos necesarios

asterisk: /usr/src/A2Billing # chmod 777 /etc/asterisk

asterisk: /usr/src/A2Billing # touch /etc/asterisk/additional_a2billing_iax.conf

asterisk: /usr/src/A2Billing # touch /etc/asterisk/additional_aZ2billing_sip.conf

asterisk: /usr/src/A2Billing # echo \#include additional_a2billing_sip.conf >>
/etc/asterisk/sip.conf

asterisk: /usr/src/A2Billing # echo \#include additional_a2billing_iax.conf >>
/etc/asterisk/iax.conf

asterisk: /usr/src/A2Billing # chown -Rf asterisk /etc/asterisk/additional_aZ2billing_iax.conf
asterisk: /usr/src/A2Billing # chown -Rf asterisk /etc/asterisk/additional_a2billing_sip.conf

Descomentamos el siguiente archivo

asterisk: /usr/src/A2Billing # vi addons/sounds/install_a2b_sounds_deb.sh

ast sound=/var/lib/asterisk/sounds

#Use this line for Debian based systems
#ast_sound=/usr/share/asterisk/sounds

#'/binf/bash

ast_sound=/var/lik/asterisk/sounds

fUse this line for Dehian b

gound=/usr/share/asteri

lang=en
echo
echo Install ALZEilling Audio files

echo —-

fdigits

mkdir

asterisk: /usr/src/A2Billing # cd addons/sounds/

asterisk:/usr/src/A2Billing/addons/sounds#
{usr/src/A2Billing/addons/sounds/install_a2b_sounds_deb.sh

asterisk:/usr/src/A2Billing/addons/sounds# chown asterisk:asterisk
Ivar/lib/asterisk/agi-bin

asterisk:/usr/src/A2Billing/addons/sounds# cd /usr/src/A2Billing/AGI

asterisk:/usr/src/A2Billing/AGI# In -s /usr/src/A2Billing/AGl/a2billing.php
Ivarl/lib/asterisk/agi-bin/a2billing.php

asterisk:/usr/src/A2Billing/AGI# In -s /usr/src/A2Billing/AGl/lib /var/lib/asterisk/agi-
bin/lib

asterisk:/usr/src/A2Billing/AGI# chmod +x /var/lib/asterisk/agi-bin/a2billing.php



Instalamos la interfaz grafica del A2Billing

asterisk:/usr/src/A2Billing/AGI# mkdir /var/www/asterisk/a2billing
asterisk:/usr/src/A2Billing/AGIl# chown asterisk:asterisk /var/www/asterisk/a2billing

asterisk:/usr/src/A2Billing/AGI# In -s /usr/src/A2Billing/admin
Ivarlwww/asterisk/a2billing/admin
asterisk:/usr/src/A2Billing/AGI# In -s /usr/src/A2Billing/agent
Ivar/www/asterisk//a2billing/agent
asterisk:/usr/src/A2Billing/AGI# In -s /usr/src/A2Billing/customer
Ivarlwwwasterisk/a2billing/customer
asterisk:/usr/src/A2Billing/AGI# In -s /usr/src/A2Billing/common
Ivar/www/asterisk/a2billing/common

Damos permisos:

asterisk:/usr/src/A2Billing/AGI# chmod 755 /usr/src/A2Billing/admin/templates_c
asterisk:/usr/src/A2Billing/AGI# chmod 755 /usr/src/A2Billing/customer/templates_c
asterisk:/usr/src/A2Billing/AGI# chmod 755 /usr/src/A2Billing/agent/templates_c
asterisk:/usr/src/A2Billing/AGIl# chown -Rf asterisk:asterisk
{usr/src/A2Billing/admin/templates_c

asterisk:/usr/src/A2Billing/AGIl# chown -Rf asterisk:asterisk
lusr/src/A2Billing/customer/templates_c

asterisk:/usr/src/A2Billing/AGI# chown -Rf asterisk:asterisk
/usr/src/A2Billing/agent/templates_c

Editamos el archivo extensions.conf adicionando [a2billing]
asterisk: /usr/src/A2Billing # vi letc/asterisk/extensions.conf

[a2billing]

; CallingCard application

include => outbound-allroutes

exten => _X.,1,Answer

exten => X.,2,Wait,2

exten => X.,3,DeadAGl,a2billing.php
exten => X.,4,Wait,2

exten => X.,5,Hangup

[did]

; CallingCard application

include => outbound-allroutes

exten => _X.,1,DeadAGI(azbilling.php|1|did)



lls go if L irme . hould probs

k (-
Cro [ hangup

Abrir en el navegador Firefox la direccion:
http://192.168.1.201/www/a2billing/admin
User: root

Password: changepassword

AUTHEHTICATION
P User: root
'
Passwori: sevens
| English b
HOME 4t DASHBOARD [y NOTIFICATION [ LOGOUT @
») CUSTOMERS
») AGENTS For information and documentation on
LY ' 1 ‘| A2Billing,
») ADMINS I & | | | please wvisit http:iwww.azbilling.org
») SUPPORT L B FEAEENEEER i s w
+) CALL REPORTS M For Commercial In_sta!\atmns, Hosted
Systems, Customisation and Commercial
+) RATES suppart, please visit htpiiwww.star2biling.com
+) PROVIDERS €8t oo s con |
») INBOUND DID For WoIP termination, please visit
r) OUTBOUND CID ce e o ~ hitp:iiwww.call-labs.com
BILLING AZBilling Is liconsed under AGPL 3. Prafits fram Call-Labs are used to support
- ’ the a2Billing project.
¥ INVOICES
») PACKAGE OFFER
) RECUR SERVICE . . . .
If you find AZBilling useful, please donate to the AZ2Biling project by clicking the Donate button @
») CALLBACK
Donate
r) CAMPAIGNS
. 7 wsa ] 0= =W
») MAINTENANCE
») MAIL BY USING THIS SOFTWARE, YOU ASSUME ALL RISKS OF USE AND ND WARRANTIES EXPRESSED OR IMPLIED
V) SYSTEM SETTINGS ARE PROVIDED WITH THIS SOFTWARE INCLUDING FITNESS FOR A PARTICULAR PURPDSE AND MERCHANTABILITY.

Change Fassword



Descargamos el archivo desde http://www.asternic.biz
Copiamos en el directorio /var/www/asterisk/ el archivo asternic-stats-1.2.tgz

asterisk: /var/www/asterisk/ # tar xzvf asternic-stats-1.2.tgz

asterisk: /var/www/asterisk/ # mysql -u asterisk -p gstat < /var/www/asterisk/asternic-
stats/sql/gstat.sql
Enter password: asteriskperu28

Ahora editamos el siguiente archivo:

asterisk: /varlwww/asterisk/ # vi /lvar/www/asterisk/asternic-stats/html/config.php
$dbhost ='localhost’;

$dbname = 'gstat’;

$dbuser ="asterisk’;

$dbpass ="'asteriskperu28’;

("dblib.php™)
[(Mmizc.php™) :

AMI (for the realtime tab to work)

terizk/manager .. conft




Ahora editamos el archivo config.php

asterisk: /varlwww/asterisk/ # vi /lvar/www/asterisk/asternic-stats/parselog/config.php

$dbhost ='localhost’;
$dbname = ‘gstat’;

$dbuser = 'asterisk’;
$dbpass = 'asteriskperu28’;

("dblib.php™)
[(Mmizc.php™) :

imidbh = conecta db(fdbhost, jdbname, fdbuser, fdbpas

Abrir en el navegador Firefox la direccion:

http://192.168.1.201/asternic-stats/html/

Home

Select Queues Select Agents

Available Selected Ayailable Selected

» <@ 5@
Bl ke Bl ke

Select Time Frame

Shortcuts
Today | This week | This month | Last 3 months

Start Date |11 % || August || 2009 ~

% Asternic

End Date |11 || August w2009 A

Display Report

& Copyright 2008 by Micolas Gudifio - Asternic Asterisk Tools Licensed under GPL2



Objetivo

Instalar OpenVPN para conectarnos remotamente de manera segura y en este caso para hacer uso de
clientes softphone de la central asterisk

asterisk: /var/www/asterisk # apt-get install openvpn
Habilitando el IP-Forwarding

asterisk:/usr/src # cat /proc/sys/net/ipv4/ip_forward

0 => deshabilitado

1 => habilitado

para habilitarlo editamos el siguiente archivo:

asterisk:/usr/src# vi letc/sysctl.conf
net.ipv4.ip_forward=1

# Uncomment the next line to enable packet forwarding for IPwvd

net . .ip forward=1

asterisk:/usr/src# sysctl -p /etc/sysctl.conf

http://sourceforge.net/projects/webadmin/files/webmin/1.480/webmin 1.480 all.deb/do
wnload

asterisk: /var/www/asterisk # cd /usr/src/

asterisk:/usr/src # apt-get install libnet-ssleay-perl libauthen-pam-perl libpam-runtime
libio-pty-perl libmd5-perl

asterisk:/usr/src # sudo dpkg -i webmin_1.480_all.deb

Webmin install complete. You can now login to https:/fast

a5 root with wour root password, or =5 any

Lo run comnahds a2 root.




Abrir en el navegador Firefox la direccion: https://192.168.1.201:10000
Username: root

Password: la contrasefa del SO Debian

| hpsi//192.168.1.201:00000/ | -

Login to Webmin

You rmust enter a username and password to login to the YWebmin server on
192.165.1.201.

|r|:u:|t |

Username

Password |"" |

O] Remember login permanently?

[ Login H Clear ]

Webmin => Webmin Configuration

Madule Config Webmin Configuration

YWebrnin 1.480
P Access Control Ports and Addresses

Logging Proxy Servers and Downloads

User Interface

YWebrmin Modules Operating Systerm and Environrment

= A

Index Page Options Upgrade Webrmin

=
P>

&l ;[

) S

Authentication

Reassign Modules

a 8
El
Edit Categories Module Titles Trusted Referrers
Ananymous Module Access File Locking Mobile Device Options

Blocked Hosts and Users

Certificate Authority

D

@ =3

Debugging Log File

=

Advanced Options SSL Encryption



Ahora vamos a Webmin Modules

Seleccionamos From ftp or http URL y pegamos la siguiente direccion
http://www.openit.it/downloads/OpenVPNadmin/openvpn-2.5.wbm.gz

Module Index

Webmin Modules

Install  Clone  Delete  Export

YWebrmin modules can be added after installation by using the form to the right. Modules are typically distributed in . wh files, each of which can contain
one or more modules. Modules can also be installed from RPM files if supported by your operating systerm.

Install Module

Install from O From local file | H:]

O From uploaded file | |[ Examinar.. ]
® From ftp or htp URL |IDadS,-"OpenVPNadmin,-"openvpn—Z.S.wbm.gz|

O standard module from www.webmin.com I:l D

O Third party module from | H:]

lgnore dependencies? O vas & pao

Grant access to ® Grant access only to users and groups : |r00t |

O Grant access to all Webmin users

Install Module

Una vez finalizado la instalacién del modulo
Servers => OpenVPN + CA

Login: roat

@ webrin

@ System

E Sewers
Apache Wehserver
CWS Server
hWyS0L Database Server
CpenPN + CA,
Procmail hail Filter
Read User Mall
S5H Server



Vamos a la opcién de Certification Authority List

Completamos los campos para generar el certificado

New Certification Authority

Name of Certification Authority |asteri5k |
Complete path to epenssl.cnf |I.fet|;.fgpenupnjgpenvpn—ssl_cnf |
Keys directory Jetciopervpnikeys

Key size (bit)

Expiration time of Centification Authority key (days) |355[| |
State PE |
Province |LIMA |
City Lima |
Organization |Debian |
Email \manzurek@hatmail.com |

Certification Authority List

Name  [Notes [info_[Keyslist|Remove

asterisk | |C.£'x Info |Keg,f5 list |Rem|:we



Ahora creamos el certificado para el servidor
Certification Authority List => Keys list

New key to Certification Authority: asterisk

Key name |server |

Key password {min 4 chars) | |

Server key doesn’t need password!

Key Server
Generate exportable PKCS#12 key

Password for exporting PKCS#12 (min 4 chars]|

Key expiration time (days) |355|:| I
State PE |
Province |LIIVIA |
city Lima |
Organization |Debian |
COrganization Unit |Datac:enter |
Email |manzurek@hmmail.cam |

Ahora el certificado para el cliente

New key to Certification Authority: asterisk

Key name |manzurek |

Key password {min 4 chars) |u""n |

Server key doesn’t need passworid!

Key Server

Generate exportable PKCS#12 key noo W

Password for exporting PKCS212 (min 4 t:hars]|

Key expiration time (days) |355|j I
State |PE |
Province |LIMA |
City Lima |
Organization |asteriskperu |
Organization Unit |Oﬁic:e |

|

Email |manzurek@asterisk—peru.com




Ya se crearon los certificados

Keys list of Certification Authority asterisk

Name [KeyServer[Verily| Export [Complete path of status log file|

sernver |server |Verify |E}{pnr‘[ Hactive |Remnve

manzurek |c|ient |Verify |E}{pnr‘[ Hactive |Remnve

Ahora en Servers => OpenVPN + CA => VPN List
New VPN server

VPN server list:
VPN List is empty

ca (Certification Authority): _
Creation of new WPM Server: select the Cerification Authority and click New WPN server
MNew WPMN server

VPN server list with simmetric key
VPN List is empty

Completamos

*En Net IP assigns (option server) indicamos la red (debe ser diferente a cualquiera que tengamos
previamente) de la VPN



New VPN server

Name |server |
port {Port) 1194 |
proto {Protocol)

Device

Bridge Device I:I

Network Device for Bridge

IP config for bridge IP-AddressiGateway
Metmask

IP-Range for Bridge-Clients Start:| |En|:|:| |
management (Enabhle Management) Enable: 1P 127.0.0.1 Part: I:I

ca (Certification Authority) asterisk

Choose key

Certificate Server automatic

Key Server automatic

Diffie-Hellman random file dh1024. perm

enable TLS and assume server role during TLS handshake

Local host name or IP address |ALL |
Net IP assigns {option server) network netmask
Persist’'unpersist ifconfig-pool data to file, at seconds intervals

{default=600), as well as on program startup and shutdown {option
ifconfig-pool-persist)

Because the OpenVPN server mode handles multiple clients through
a single tun or tap interface, it is effectively a router (optien client-
to-client)

Allow multiple clients with the same common name to concurrently | no |+
connect {option duplicate-cn)

Add an additional layer of HMAC authentication on top of the TLS no %
control channel to protect against DoS attacks (option tls-auth)

ccid-exclusive (Clients enabled only for this server)
Encrypt packets with cipher algorithm {option cipher} | BF-CBC 128 hit default key (variahle) v|

Use fast LZO compression (option comp-lzo)

Bes

=

Limit server to a maximum of n concurrent clients {option
max-clients)

||z = | |
oo =2 |o
IILQUHI
|0
=]
o £
==
< [<

User

Group

Dont re-read key files {option persist-key) ves ¥
Don't close and reopen TUNTAP device or run up/down scripts ves v

{option persist-tun)

keepalive (A helper directive designed to simplify the expression of
ping™ and “ping-restart™ in server mode configurations)

3

=
=1

=]

: Ping-Restart:

Set output verbosity

o
<

Log at most n consecutive messages in the same category

ra
=
<

Complete path of status log file

Complete path of log file

tun-mtu (Take the TUN device MTU to be n and derive the link MTU
from it}

fragment (Enable internal datagram fragmentation so that ne UDP
datagrams are sent which are larger than max bytes)

o
=
o
S
=
=
=
&
&
=
@
o
2=

mssfix (Announce to TCP sessions running over the tunnel that they
should limit their send packet sizes such that after OpenVPN has
encapsulated them, the resulting UDP packet size that OpenVPN
sends to its peer will not exceed max hytes)

= =
[y}
2
< 3
=3
[{w]

float (Allow remote peer to change its IP address and/or port o

number)

chroot {Chroot to dir after initialization) /etc/openvpn no v

Additional Configurations route 192.168.100.0 255.255.255.0
example:

push “route 192.168.100.0 255.255.255.0™
This parameter adds a route to the client when it's connected




Ahora vamos a Client List => New VPN Client

Name ____|management{CA |proto[port]locallLogs|Client List|Status [Remove|Actions

|sewer | |asterisk|tcp-sewer|119fl |ALL |L|:|g |Client List |Disah|e |Rem0ve |Star‘[

VPN Client List server:

No client configured

[ Mew WM Client ] Creation of NEWY YPM client server

*En remote (Remote IP) indicamos la direccion publica de Internet para acceder al servidor de VPN



New VPN Client server

Name

proto {Protocol) tep-client

Device tun

ca {Certification Authority) asterizk

Choose key automatic (= name)

cert {Client Certificate) automatic

key (Client Key}) automatic

Diffie - Hellman random file dh1024. pem

remote {(Remote [P} IP server: Part server: 1184

Add an additional layer of HMAC authentication on top of the TLS no automatic (= server)
control channel to protect against DoS attacks (option tls-auth)

Encrypt packets with cipher algorithm {option cipher) BF-CBC
Use fast LZO compression (option comp-lzo)

User

Group w
Don't reread key files {option persist-key)
Don't close and reopen TUN/TAP device or run up/down scripts

{option persist-tun)

keepalive (A helper directive designed to simplify the expression of pijpg: Ping-Restart:
Fping™ and “*ping-restart™ in server mode configurations)

Set output verbosity
Log at most n consecutive messaqes in the same category 20 -

tun-mtu (Take the TUN device MTU to be n and derive the link MTU  automatic (= server)
from it)

fragment {(Enable internal datagram fragmentation so that no UDP
datagrams are sent which are larger than max bytes)

1

mssfix (Announce to TCP sessions running over the tunnel that they automatic (= server)
should limit their send packet sizes such that after OpenVPN has

encapsulated them, the resulting UDP packet size that OpenVPN

senils to its peer will not exceed max bytes)

float {Allow remote peer to change its IP address and/or port

number)

Additional Configurations route 192.168.1.0 255.255.255.0
example:

push "route 192.168.100.0 255.255.255.0™
This parameter adds a route to the client when it's connected

PRE/POST UP/DOWN commands

up-pre {script execute before VPN up)

up {script execute after VPN up)

down-pre (script execute before VPN down)

down {script execute after VPN down)

ced file configurations

ccd file content iroute 192.168.100.0 255.255.255.0|




Ahora exportamos el certificado del cliente para copiarlo en una PC con windows
emanzur.tgz

Name ______ |cA  lproto |port [Export [Remove |

|manzurek |asterisk |t|:p-|:lient | |E}{p|:|r1 |F{emwe

http://openvpn.net/release/openvpn-2.0.9-install.exe

Una vez instalado, copiamos el contenido de emanzur.tgz en
Archivos de programa\OpenVPN\config\

Es % .- %G Ls 11:57 p.m.

VISR IVN\\MISSe necesita habilitar el port-forwarding en el router para llegar al
servidor de vpn usando el puerto 1194, asi como adicionar una ruta estatica pare
poder ver los equipos de lared principal

NAT - Edit SUA/NAT Server Set

Start Port No. End Port No. IP Address
1 All parts All parts 0.00.0
2 1194 1194 182 1681207

Copyright <c> 1994 — 2884 ZvXEL Communications Corp.
Prestige 66BHY-T1 Main Menn

Getting Started Advanced Management

1. General Setup 21. Filter and Firewall Setup

2. WAN Backup Setup 22. SHHP Configuration

3. LAN Setup 23. Suystem Security

4. Internet Access Setup 24. System Maintenance

25. IP Routing Policy Setup

Advanced Applications 2b6. Schedule Setup

11. Remote Hode Setup

12. Static Houting Setup

14. Dial-in User Setup 29. Exit

15. HAT Setup

Enter Menu Selection Numbher: 12_

Menu 12 — Static Route Setup

1. IP Static Route
3. Bridge Static Route

Please enter selection: 1_




Menu 12.1 - IP Static Route Setup

openvpn

Enter selection number: 1

Menu 12.1.1 - Edit IP Static Route

Route #: 1

Route Mame= openupn

Active= Yes

Destination IP Address= 192.168.188.1
IF Subnet Maszsk= 255.255.255.8
Gateway IP Address= 192.168.1.281
Metric= 2

Private= Ho

Pres=z EMTER to Confirm or ESC to Cancel:




asterisk:/var/www/asterisk# apt-get install phpmyadmin

Seleccionamos apache2

I Configuring phpmyadmin I
Please choose the webh serwver that should be automatically configured to
run phpMyidmin.

Weh serwver to reconfigure automatically:

ighttpd

Editamos el archivo
asterisk:/var/www/asterisk# vi /etc/phpmyadmin/config.inc.php

'1[$1i] ['auth _type']
VEF parameters ¥/

Cambiar de:
/1$cfg['Servers'][$i]['auth_type'] = 'cookie’;
a

$cfg['Servers'][$i]['auth_type'] = 'http’;

foefgl

g entry by

CVEr pAarsmeters f/




asterisk:/var/www/asterisk# htpasswd -c -m /etc/phpmyadmin/htpasswd.setup

asterisk

donde el usuario es asterisk y el password es asteriskperu28

asterisk (53]
asteriskcdrdb (1)
avantfax (13)
infarmation_scherma (17)
myazbilling (92)

mysgl (17)

gstat (4)

Seleccionar una base de datos

localhost

& wersion del senidor: 5.0.81a-24+enny1
b “Yersion del protocolo: 10
p Servidor: Localhost via UNEK socket
b Usuario: astenski@localhost

Juegos de caracteres de MySCQL UTF-8 Unicode (utfd)
i Cotejamiento de las conexiones MySCOL: | yifS_unicode_ci b

&1 Crear nueva hase de datos

Caotejamiento bt

¥ Mostrar informacién de tiempo de ejecucidn de MyS0L

P

Mastrar las variables del sistema MyS0L
% Procesos

i Juego de caracteres y sus cotejamientos
B9 Motores de almacenamiento

» Cargar los privilegios nuevamente

g5 Privilegios

& Bases de datos

& Exportar

e Importar

Salir @



Finalmente editamos el archivo index.html en la direccién /var/www/asterisk/
asterisk: /var/www/asterisk/ # vi index.html

<h4><a href="recordings/">Voicemail & Recordings (ARIl)</a></h4>

<h4><a href="panel/">Flash Operator Panel (FOP)</a></h4>

<h4><a href="admin/">FreePBX Administration</a></h4>

<h4><a href="avantfax/">Avantfax Administration</a></h4>

<h4><a href="a2billing/admin/">A2Billing Administration</a></h4>

<h4><a href="https://192.168.1.201:10000">webmin / OpenVPN Administration</a></h4>
<h4><a href="asternic-stats/html/*>Asternic Call Center Stats</a></h4>

<h4><a href="phpmyadmin/">phpMyAdmin</a></h4>

Abrir en el navegador Firefox la direccion: http://192.168.1.201

Yoicemail & Recordings (ARI)

Flash Operator Panel ( FOP
FreePBX Administration

Avantfax Administration

A2Billing Administration

webmin / OpenVPMN Administration

Asternic Call Center Stats

phpMyvAdmin






